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Abstract. The present service oriented approach to grid ctingpis designed to support synchronous
operations on always connected services and caasily be used to support asynchronous, intermit-
tently connected services on the grid. Middlewatgh as the globus toolkit assume the availalnlity
permanent connection to a grid service. Howevenynapplications require the integration of services
and clients which are mobile, and consequently oritgrmittently connected to the fixed Grid infrast-
ture. The Grid Based Medical Devices for Everyday Itheproject has produced a toolkit designed to
expose a wearable medical sensing devices as O@SHagvices, to explore the extent to which thid gr
can support remote patient monitoring; intermitteetwork availability was found to be a criticabpr
lem for grid based mobile sensing applications.

This paper describes a framework for supporting Ibedibile grid clients and services in an intermit-
tently connected network environment. A prototypglementation has been developed and used to
support the operation of the wearable medical @edescribed above. Initial tests show the framework
successfully supporting invocations in the facentdrmittent network non-availability.

1 Introduction

Grid Computing symbolises a vision in which usdrare and access compute and storage resources,
such as databases, processor servers and mobibegievhich are distributed across large geographic
areas and multiple organisational boundaries. @peoach to grid computing utilisesservice-oriented
architecture in which clients interact with resources througtitees known as grid services. The Open
Grid Services Infrastructure (OGSI) [OGSI] defirestandard set of facilities for interacting wikiese
grid services.

There are many applications which would benefit fnasing service-oriented grid techniques to sup-
port mobile/remote devices. The Eqautor eSciencgrpno has used grid services to facilitate the aaer
tion with a remote environmental monitoring devideployed in the Antarctic [Antarctic]. The Grid
Based Medical Devices for Everyday Health project peoduced a toolkit designed to expose sensing
devices as grid services; this toolkit has been tisexplore the extent to which the grid can bedu®
support wearable mobile sensing devices for heatihitoring purposes [Medical]. These projects have:
demonstrated a clear need for OGSI to support magplications; identified that OGSI is designed to
support synchronous, always connected servicescandot easily be used to facilitate the interaction
with asynchronous, intermittently connected gricvees and resources.

This workshop paper describes a framework whichbeansed to support interaction with OGSI grid
clients and services on intermittently availableides. The paper also describes a test scenaritichw
the framework has been used to extend the toodstiibed above to support the interactions with a
wearable medical sensing device. The work combieasniques from mobile aware protocols and mid-
dleware to specifically address Grid requirementsidioms.

2 Related Work

2.1 The Open Grid ServicesInfrastructure

OGSI specifies a standard set of facilities requiie the creation and management of grid applica-
tions, through the interaction with Grid servicEee OGSI specification extends the Web servicesispec
fication [WSA] to provide the functionality requiaeo build large scale wide area distributed conmgut
systems.

The OGSI idiom uses grid factory services to crgaitd service instances. A client (or clients) then
teracts with the grid service instance, which ik dab maintain state data for the duration of thent(s)
interaction(s). OGSI defines the use ofsad Service Handle (GSH) and aGrid Service Reference
(GSR). A GSH is a persistent handle to the seniaedoes not contain protocol or location inforimat
The GSR is a transient network pointer with an dased lifetime, which can be used to locate and in-



voke the grid service. The GSH can be resolved &SR using adandle Resolver Service. OGSI also
provides the following functionality:

» Service Data (SD): Standard mechanism for accessidgipdating service state.

< Notifications: A mechanism to inform interestedtjes about changes to SD.

« Lifetime management: Mechanisms for controlling lifegime of transient grid service instances.

2.2 Mobile Aware Protocols Middleware

There is a wealth of research into mobile awareogas$ and middleware to support communication
over unreliable wireless networks. The work desdiliethis workshop paper applies a number of the
techniques from this field to enhance OGSI's supfmrmobility of services and clients. Whilst ango
plete review of work in this field is beyond theope of this paper, a brief overview of some of kbg
work is given below.

Several approaches, such as I-TCP [I-TCP] and M-TCH (W] propose alterations to TCP to sup-
port communication over wireless networks whilstintaining interoperability with existing TCP im-
plementations. This is achieved by splitting an emdnd TCP connection into wired and wireless net-
work hops, connected by some transport layer irddrany. This allows specialist support for mobile
networks to be provided over the wireless hop, sthilaintaining normal operation over the fixed net-
work. Rover Queued RPC [Q-RPC] supports mobilitptigh non-blocking RPC calls. ALICE [ALICE]
provides mobility support for object oriented mieldlare, again by allowing mobile hosts to conneat vi
an intermediary, the mobile gateway. ALICE also pdegi support for disconnected operation through
caching and application feedback, such as nofifiocaif network disconnection.

2.3 Grid Based Medical Devicesfor Everyday Health

Equator e-Science program in collaboration withNtezlical Imaging and Analysis (MIAS) IRC have
explored the extent to which the grid can be useslipport interactions with a wearable medical isgns
devices for everyday health monitoring. Attachedht® wearable medical device are several senser tak
ing readings such as heart rate, blood oxygen ataar (SPO2), geographical location (GPS), etc. A
wireless communication technology, e.g. Wavelamsisd to communicate sensor readings to interested
parties on a fixed network.

The project has produced a standard WSDL interfack aasociated software toolkit (thlAS
Equator toolkit) which provides a generic mechanism for @sipg mobile/ remote sensing devices as
Grid services. The toolkit has adopted a proxy baggmoach: ®evice Proxy Service (DPS) represents
the sensing device;3ensor Proxy Service (SPS) represents an individual sensors attach#ttsensing
device. Each SPS contains SD to store the valubeolatest measurement ID (an incremental counter)
and a queue of measurement ID/ value pairs. Ev&ryeXy. 18) new measurement the SPS delivers a
notification containing the current measurementd@ny interested parties. DPSs and SPSs are @gploy
on intermediary machines available on the fixedvoet. The mobile sensing device runs a lightweight
soap client using gsoap [gsoap] to make callseafipropriate sensor proxy when a new sensor igadin
has been taken.

The project identified a number of limitations asated with the deployment of mobile/ remote sens-
ing applications on the grid.

e Overhead incurred using OGS

The overhead incurred by using OGSI compliant griddfieware (i.e. specific service creation and
handle resolution steps) to support intermitteathgilable clients and service initially seems laftgew-
ever, these overheads become less significanbfay lived applications such the wearable medical de
vice which may be deployed for days, weeks or marith many circumstances the benefits gained from
using OGSI as a standard interface technology dghiée additional overhead incurred.

e Deployment of heavyweight OGS grid services on lightweight devices

Mobile devices are typically more limited in cagdabithan their fixed counterparts, making deploy-
ment of large distributed applications difficulbrthis reason the Grid Based Medical Devices fag-Ev
ryday Health project chose to deploy the grid senproxy on a fixed network machine. However, the
Java Community Process has defined a Java 2 Phaffticro Edition (J2ME) profile option for Web
Service access on small devices [J2ME], and IBM'&bWServices Toolkit for Mobile Devices
(WSTKMD) [WSTKMD] supports both this and the deploymhef web services on small mobile devices
such as PDAs and Mobile phones.

Deploying grid services on the mobile device alldtws device to be self-contained and requires no
special purpose proxy support from the fixed nekwatlowing the device to roam from network to net-
work more easily.

e Intermittent connectivity exhibited by wireless networks



OGSI’s inability to cope with intermittent netwonlon-availability was identified as a critical prebi
to the support of mobile/ remote applications o ¢hid. There is no explicit management of network
disconnection in the MIAS-Equator toolkit. Networka#lability between the device and proxy is as-
sumed. Loss of network connectivity will cause fieglto deliver new readings and therefore loss td.da
The toolkit can be seen to support continued opmrati the face of disconnections because the proxy
service is deployed on a permanently availabledfixetwork machine. However, the data returned by th
proxy to the client may not be the latest sensadirgys. Further, the client has no mechanism foeras
taining if the readings collected are the lateatiiegs.

The rest of this paper describes a framework whxtengls OGSI to support the deployment of clients
and/ or services on devices which are subject terrmttent network connectivity. The paper also de-
scribes a test scenario in which the MIAS-Equatotkib has been modified to make use of the frame-
work.

3 Intermittent Availability Support Framework

3.1 Exploring the problem

Using the default OGSI communication of synchronB#sC via SOAP over HTTP over TCP, a pe-
riod of disconnection between client and servicéhim order of minutes will cause the underlying TCP
connection to timeout. This will cause the HTTP operatind therefore SOAP RPC to falil. If the dis-
connection occurs whilst the request is being fearsd from client to service, the operation wititrbe
performed. If the disconnection occurs whilst tihemtion is being processed by the service or wits
response is being returned to the client, the diperavill have been performed. When an invocation
fails, the client is unable to ascertain if the igien was successfully performed; therefore sinple
transmission of an invocation may cause duplicpatiates to occur.

3.2 Requirements

The primary goal of this framework is to allow gsdrvice invocations to succeed in the face of in-
termittent network non-availability, where discontiens may last minutes, hours or longer. The frame-
work also aims to support interaction with existimgmodified grid clients and service by maintaining
standard grid service invocation semantics. Thedronk should also:

¢ Require minimum modification of existing grid clisrand service to make use of the framework

¢ Be scalable to large numbers of clients and sesvice

« Exhibit a minimal performance overhead.

3.3 Approach

The approach taken in this workshop paper introdaoeagpplication layer (SOAP) intermediary at the
wired-wireless network boundary, splitting the éneknd invocation into wired and wireless hops. This
avoids lengthy end-to-end retries of invocatiores thail over the final intermittently available matrk
hop, which is particularly important due to the wigrea nature of grid computing. Further, splitting
invocation allows wireless specific protocols to umed over the wireless hop to, for example, perfor
reliable delivery or optimise wireless network usaghe latter is particularly important if the netkwo
usage is charged per Kb, e.g. GPRS. For exampldl@Aidb could be used to support roaming of the
client or service whilst I-TCP could be used to ioy@ performance over the wireless hop.

Using the standard grid approach, a GSH is resdlv@dGSR by contacting t®me handle resolver
service which typically resides in the grid service’s deevcontainer. Any attempt to perform handle
resolution for a temporarily unavailable grid seeviwill therefore fail. In the worst case, the watigvill
interpret this as indication that the service nogler exists. Therefore, this framework introduced an
third party handle resolver service which is peremdly available on a fixed network machine.

In OGSI, a client determines how to communicateéhwaitgrid service by examining the appropriate
GSR. When using this framework, a service publishakliple GSRs: the normal GSR and one or more
Mobile-GSRs (M-GSR). Information inside the M-GS®mapped into the header of the SOAP RPC
request message and used to direct the invocatithetappropriate SOAP intermediary (Sl). The SI may
then be responsible for routing the invocationhi appropriate grid service end point. Alternagiyéhe
M-GSR may contain source routing information whiaforms the S| how to appropriately forward the
invocation. The M-GSR may optionally contain per Ippptocol information to specify or suggest which
transport protocols should be used per hop, e.g. HITIEP for wireless hops and HTTP/TCP for wired
hops. Further, expected service availability pattectould be encoded into the M-GSR to, e.g. aid the
selection of reliable messaging retry periods. Fagl shows the system architecture for a framework



supported invocation from a fixed client to a wasdly connect service; the M-GSR is depicted with
embedded source routing and per hop protocol irdtaom.

—M-GSF Netwaf k

<service name="Sensor Proxy Service|> OAP/
<port binding="... Client %\L Soap In-

<address location="SPS Url" .
transport="I-TCP"/> termediary [HTTR/-TCF
Service

<address location="Intermediary Urn"
transport="TCP"/>

</port> Proxy Handle
</service> Resolver Srvice
Figure 1, Fixed network grid client invoking a weassly connected grid service
4 Testing
4.1 Setup

The MIAS-Equator toolkit has been modified to utilise framework described. The framework func-
tionality is simply inherited from a super classiethextends and replaces the current grid service i
plementation. A test scenario has been construntedhich a client application collects measurements
and alters the sample rate, in real-time, of a al@armedical device; the device is worn by a ‘pdtias
they carry out a normal days work. The DPS and PSsdeployed on the wearable device. Three wire-
less access points (APs) are deployed in locatonsmonly used by the patient; gaps in the wireless
network coverage are present. The locations usetthdoyatient are: (1) office (covered by AP1); (2)
laboratory (covered by AP 2 & 3); (3) coffee shop Coverage); (4) corridors (coverage is incomplete
variable and signal strength is often weak). Théeptis movements are recorded by logging when the
patient arrives at or leaves locations 1, 2 or &elWss network signal strength for APs 1, 2 & 3ds
corded. The number of readings measured by the elevid collected by the client and the number of
sample rate changes initiated by the client andived by the device is recorded. The test is peddrm
using both the framework supported and non-framkvgapported MIAS-Equator toolkit, for compari-
son. Figure 2 shows how the test scenario has tasfigured. For the purpose of the framework sup-
ported test, reliability is provided using SOAPdayetries.

OAF (R)Y HTTP/ TCP =

Framework supporte Soap In-

interacticns (SOAP/ TCP termediary
Client /

Mobile
Device

=)

-framework =
supported interac- R /\
tions (SOAP/ HTTP, I Patient

Figure 2, Test scenario infrastructure
4.2 Results

For both tests, the patient left their office analked to the coffee shop where they purchasedfaeof
and croissant; walked from the coffee shop to difee Where they ate their croissant and began dhigik
coffee whilst talking to a colleague; left the ladbgan walking back to their office, pausing in toeridor
to talk to another colleague and drink more coféaayed back in their office.

Table 1 shows, for both framework and non-framewest: the number of readings measured by the
device and collected by the client; the numberaohigle rate updates initiated by the client andivece
by the device.

Framework Non-framework
supported supported
Client Device| Client Device

Readings (measured/ collectgdd) 763 763 581 581
Sample rate updates (initiated/ received) 30 3 46 27
Table 1, results of framework and non-framework sufgal tests

Table 2 shows, for both framework and non-framewsurgported tests, the number of http success,
failures, retries and successful retries.
| Frame- | Non-framework




work

Successful http invocations 52 49
Failed http invocations 3 19
Http retries 4 0
Successful http retries 2 0

Table 2, http invocation statistics for frameworklaron-framework supported tests

Graphs 1 and 2 show wavelan signal strength teeraiso against time (in milliseconds) for the thre
wireless APs used in the test. The graphs also sttmevime of entry to and departure from each loca-
tion; between locations, the patient is using togidors. The time of successful http invocationt$p h
failures, http retries and successful http retaigs shown. Graph 1 shows the framework supportd te

Graph 2 shows the non-framework supported test.
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The results show that for both framework supported @on-framework supported tests, all measure-
ments were successfully collected by the clientliegiion. This is because measurement collection in-
volves a simple query operation; data lost in thilevocations is collected in subsequent invocation
However, the results shows that whilst all framdwsupported update sample rate invocations were
successfully received by the SPS, only 59% of mam&work supported update sample rate invocations
were received by the SPS. The graphs show framesugborted invocations recovering from temporary
network non-availability.

5 Conclusion

This workshop paper has shown that current gridnelcigies do not provide adequate support for in-
termittently connected clients and services. Anliappion which benefits from the use of grid teclmo
gies to support its operation (the wearable mediegice) has been described. It has been showthnat
current grid infrastructure used by the wearabléioz device does not support the intermittentlgibyv
able nature of wireless networks. This paper hasritbesl a framework which extends OGSI to support
clients and services which are deployed on molritk therefore intermittently available devices. ifdit
tests have shown the framework to successfully atighe operation of the wearable medical device
despite intermittent network non-availability. Thenk in this paper has extended the grid user commu-
nity to an additional application domain and hasidestrated the viability of utilising grid techngies
to support mobile applications.
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